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Digitalizing humanitarian action is risky
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Privacy-preserving aid distribution

Anonymous
credentials

+blocklists
+biometrics
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Privacy-preserving aid distribution is great,
but needs assessments

“Optimal privacy is nice...

But also, we need to know
whether our distribution

- was successful

- reached the right targets
- does not discriminate”
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hot take

Real-world systems need assessments

Not an isolated case! Real-world deployments need assessments

Correctness debugging fully opaque systems is hard
Transparency towards users, donors, legislators

Planning to optimize or rectify deployments



Gathering requirements
efficiently
and from first principles



Gathering requirements

]? Data Protection Office T
i i w Program Managers

Field Employees




Gathering requirements
Asking the right questions

What do you want? _
Everything!

< \Vhatdo you need? (and post-quantum please)

Exactly what we have now,

but digital and “private”




Gathering requirements 7
Asking the right questions

How do you do things?
>

Functionality find out what information they actually
need to do their job

Creativity cryptography is unintuitive to
non-cryptographers
Boundaries we're only designing a small part of a

broader system; delineate where there
should be a human-in-the-loop
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Gathering requirements i

Threat modelling L8 Privacy regulations

What's your threat model?

| -
~—u Data Protection Office
Hunger, sickness

Program Managers

Armed militias

Fact: people are bad at threat modelling
(see: next two days of talks) Field Employees



Gathering requirements
Threat modelling

1. Who might interact recipient

with the system? auditors

I~%

other NGOs

other recipients

nation-state

headquarters
non-state militia

ISP
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Gathering requirements
Threat modelling

2. What information
might the system need”?

I~

biometrics  hoysehold_size

registration_date is_pregnant

link_registration_distribution

entittement ethnic_group
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Gathering requirements
Threat modelling

3. What concrete harm
may happen if info is
available to party?

Info

I~—T1

Parties

++
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Gathering requirements
Threat modelling

Everything we deploy comes

. . Parti
with some risk arties

Fundamental leakage,
regardless of instantiation

Risk analysis: do we
want to deploy this? Fundamental information leakage

- Fundamental risk of harm

Info

Other leakage
—> crypto / privacy-enhancing technologies!
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Requirements



Functional requirements

registration
station

i Full assessments
Simple assessments
“What is the contact
information of recipients
above the age of 60
who haven't claimed aid in
the last 3 distribution?”

“‘What percentage of

pregnant aid recipient
successfully claimed aid in
this distribution?”

aid recipients
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Deployment requirements

Computation
registration distribution
station station

A

aid recipients
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Deployment requirements
Connectivity

registration distribution

station n station

-

aid recipients
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Deployment requirements
Efficiency

registration
station

system needs to be fast
—> faster than distributing aid

D\

aid recipients
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Security requirements

Assessment unforgeability Assessment privacy

Statistics reflect accurate Output parties only learn the
distribution situation Intended statistics output
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Meta-requirements

Agility Graceful degradation

Threat model may be suddenly When threat model is invalidated, the
Invalidated, but we might not want system should not catastrophically
to deploy the strongest threat collapse, but fail with minimum harm.

model to maximize utility

- Need to be able to deploy — For each protocol, derive harm for
strengthened protocol or safely all stronger threat models
shutdown rapidly and seamlessly
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Privacy-preserving
humanitarian aid distribution
with assessment capabilities



Adding assessments

Starting point: Functional Encryption (FE)
Attack: adversary invokes FE different subsets of inputs

Solution:
- semi-honest: one-time functional encryption

- malicious: bind crypto material to physical inventory, use
predicate one-time functional encryption

Instantiation: PKE + signatures + {2PC, threshold HE}
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